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Designing SECOM-based MPA Service Architecture
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• One of the simplest SECOM services to implement

• The main function is to deliver MPA data in a unidirectional manner

• No bidirectional messaging or subscription mechanism is required —

only request–response interactions

• The Get and Get Summary interfaces were the most natural starting 
point for this service



Designing SECOM-based MPA Service Architecture
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Sequence Diagram : Get
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By Geometry- Returns all MPAs whose geometries intersect 

with the requested area (geometry={WKT})

By dataReference - Returns one specific MPA identified by its 
unique ID (dataReference={UUID})



Sequence Diagram : Get Summary
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By Geometry - Retrieves summary information (metadata) of all MPAs whose geometries 
intersect with the given area (geometry={WKT}).



SECOM Component Mapping – GetFilterObject

• dataReference: single mpa

• containerType: dataset only

• dataProductType: S-122 only

• unlocode: not supported

• validFrom, validTo: not supported

• page: default 0

• pageSize: 0~50, default 20
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Geometry Field
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Defines the spatial filter for MPA data

• Used to select MPAs whose geometries intersect
with the given area

• Accepts geometric objects in WKT format



SECOM Component Mapping – GetSummaryFilterObject

• containerType: dataset only

• dataProductType: S-122 only

• unlocode: not supported

• validFrom, validTo: not supported

• page: default 0

• pageSize: 0~500, default 100
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Implementing SECOM Services using SECOMLib
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• https://github.com/gla-rad/SECOMLib

SECOMLib is a library that automatically handles data signing, 
exchange metadata generation, Base64 encoding, signature 
verification, etc. that is required for SECOM communication.

all you need to do is implement the provider interfaces

https://github.com/gla-rad/SECOMLib


Service Interface Implementation – Provider setup
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• SecomEncryptionProvider

• SecomCompressionProvider

SecomSignatureProviderImpl Generates and validates digital signatures

SecomCertificateProviderImpl Supplies the certificate chain and public key for signing operations

SecomTrustStoreProviderImpl Provides access to the CA root certificate and trusted certificates
from the truststore



Keystore & TrustStore setup
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Provider setup (1)
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application.yml SecomConfigProperties



Provider setup (2)
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SecomSignatureProviderImpl :  override generateSignature() & validateSignature



Provider setup (3)
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SecomCertificateProviderImpl

override
getDigitalSignatureCertificate()



Provider setup (4)
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SecomTrustStoreProviderImpl

Override getTrustStore()



SECOM Communication Channel Security - Mutual TLS Setup
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NGINX reverse proxy levelSpring Boot (application level) K8s Ingress annotations



SECOM Communication Channel Security – OCSP validation
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JSSE(Java Secure Socket Extension)
OCSP Check

Built-in validation in JVM (during TLS handshake)

Performing OCSP validation during the TLS handshake is the standard approach
,
But it runs synchronously inside the JVM

OCSP Stapling (NGINX) Server caches OCSP response and “staples” it into handshake

Custom OCSP Client Post-handshake validation via code



Service Interface Implementation
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Layer Role / Responsibility Key Implementation Details

Controller Handles SECOM requests and implements 
the SecomInterfaces

Implements SECOM standard interface → 
builds FilterObject and Pageable → 
delegates to Service.

Service
Creates and returns SECOM-compliant res
ponse objects (GetResponseObject, 
DataResponseObject, etc.).

Uses repository results to populate SECOM 
model objects and adds pagination 
handling and validation.

Repository
Data access layer interacting with DB. 
Executes spatial queries based on 
FilterObject

applies pagination and spatial conditions 
dynamically.



Service Interface Implementation – Ping
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Service Interface Implementation – Capability
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Checks which SECOM interfaces are implemented as 
Spring Beans in the current application context



Service Interface Implementation – Get interface
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• data: the entire S-122 GML



Service Interface Implementation – Get Summary interface
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• dataReference: id of MPA

• dataProtection, dataCompression: false

• containerType: dataset

• dataProductType: S-122

• Info_identifier: dataset’s gml:id

• Info_size: size of gml in kb (integer)



MPA Insertion Pipeline (Spring Batch)
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Reader:
• Reads multiple .gml files
• StaxEventItemReader (with JAXB) parses XML into java objects



MPA Insertion Pipeline (Spring Batch)
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💡 Future Usage

A monthly MPA update using this batch configuration
- automatically loading the latest dataset from the Protected Seas

Processor:
• Converts each objects to MpaRecord (DTO)
• Extracts country code from file name
• Builds WKT polygon geometry from XML’s posList (polygon attribute)

Writer:
• Uses AsyncItemWriter with jOOQ batch insert
• Persists data into Database



Spatial Query - PostGIS
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SQL generated by jOOQ



Quick test (1)
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Test Geometry : 
Country : AG(Antigua & Barbuda)
POLYGON((-61.9000 17.6000, -61.9000 17.7000, -61.8000 17.7000, -61.8000 17.6000, -61.9000 17.6000))



Quick test (2)
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Test Geometry : 
Country : AG(Antigua & Barbuda)
POLYGON((-61.9000 17.6000, -61.9000 17.7000, -61.8000 17.7000, -61.8000 17.6000, -61.9000 17.6000))
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